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IN THE ELECTRONICS SUPPLY CHAIN,

RISK LURKS IN THE SHADOWS

Constraints or compromises at any nodes in the electronics supply  
chain can impact delivery and trust of the entire system. They are  
costly during manufacturing; but they can be deadly in the field.
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MICROELECTRONICS PRINTED CIRCUIT BOARDS CONNECTORS

Chances of foreign parts  
increases in lower tiers.

MATERIALS

C O N S T R A I N T S

• Materials Shortages
• Tariffs
• Natural Disasters
• Pandemics
• Bankruptcies

C O M P R O M I S E S

• Theft of Intellectual Property
• Poor Quality and Reliability
• Counterfeits
• Backdoors/Kill Switches
• Data Intercepts

L E S S  V I S I B I L I T Y  =  G R E A T E R  R I S K

Supply chain risks cannot be managed 
or mitigated if suppliers are unknown.

Compromising an electronics system may be 
easier to accomplish at a lower-tier supplier.

A HALF-CENT  
CAPACITOR  

CAN BRING DOWN  
AN ENTIRE  

SYSTEM!


